Security

· starting point: review the OMII-UK security documentation 1.11

· purpose: what security exists in our s/w, explain security concepts

· OMII-UK want wider input

· Review

· introduction

· scope

· aspects of web services security – this is our domain

· concepts: authN, authZ, integrity, confidentiality

· what's missing:

· logging

· audit trail – comes up in medical applications – sometimes not dealt with explicitly

· Do we OMII-UK have the experience, can we audit others?  do we need to be audited?

· trust not included at high level but treated in sub-topics

· is SSL treated? - encryption talked about as well as mutual authN

· have a more straightforward explanation rather than going straight into the technical terms e.g. instead of AuthN: who are you? - more of a layman's language needed

· confidentiality and integrity treat at same level as delegation, authN and authZ?

· The document was divided PIs can read the 1st section, technical people look at the following

· How can more advanced topics be included?

· 1.4 – 1.7 put in a separate section giving an overview of what OMII-UK provide

· X.509 cert based authN: shib, HTTPS, MyProxy

· why is MyProxy listed as an alternative? - they build on rather they are alternatives

· In depth treatment of OMII-uK s/w packages

· are these useful case studies? - idea to explain at a more sophisticated level – Taverna

· aim – what should new OMII users should do?

· to give people a general overview 

· answer security concerns of users of s/w

· that suggests 2 separate documents

· 25 pages not complete – too long esp. for Project Managers

· as 2 separate documents was considered but there are so many cross refs they were kept together in the one document

· refs to s/w products should be used to give examples of how a particular security concept works rather than as a full explanation of the s/w package

· ref to SAML without explanation what SAML is

· not 2 documents but n – have a template concept

· but then  there's a danger in won't happen

· template concept might facilitate other contributors adding in sections

· AuthZ use OMII-AuthZ as an a exemplar – per service per op authZ

· other projects internal authZ

· include roll based access control as a concept

· also PDPs PEPs etc.

· Delegation

· Exceptions

· PAG has different requirements

· Single sign on and Virtual Organisations not included, VOMS etc.

· at least include a pointer to any particular additional topic

· completeness shouldn't be aimed for – better to have a few concepts explained

· How will the document be advertised?

· there was a clear need – it's advertised on the web-site

· include in FAQ? - other places the content could be placed

· Part 2 of session: what security challenges are facing 

· experiences?

· gaps in security mechanisms

· Run through each of the points in turn:

· security challenges facing e-research

· difficult to set-up, configure, too many options, when it goes wrong hard to troubleshoot.  divides into two:

· getting things working

· understanding

· certs expiring problem – raised at NGS innovation forum

· abused – passing on security certs

· project based certs: PAG requires things to be signed – which cert do you use 

· self signed?

· what about the point of release

· e-science CA won't issue cert to sign code

· apply for a service one

· compromise include name of individual

· do outside of e-science

· problem of crossing domains

· organisational hurdles

· technical differences in architectures

· too many different solutions: Shibboleth, Athens, EduRoam

· technology should be user driven rather than driven centrally

· tries prevent fragmentation of solutions but ends up pleasing no-one

· merge NGS grid support with UK federation

· addressed in some fashion with SORONGS

· is the UK grid federation going to globally accepted

· e-science CA not recognised by browsers

· workflows – security is a major barrier

· multiple domains and technologies

· toolkits assume their own narrow solution – barrier to interoperating

· problems of access with ports

· securely exchanging certificates

· want to create a venue on a new venue server

· 2 PAG clients – one creates a new venue at a venue server, needs to exchange a certificate – use SSL connection to exchange?

· we've covered challenges and some requirements – are there any more of the latter?

· assessment of the level of security required

· NIST levels of assurance

· what contacts do people have for the UK federation?

· EDINA, RAL

· Suggestion - UK-Federation provide a Service Provider that would serve MyProxy credentials

· UK-Fed requires assurance / proof

· AuthN to SP, SP returns the proxy certificate

· better integration needed between UK-Fed and NGS

· Actions:

· update the OMII-UK document

· others?

· there are a lot of challenges

· can some of the content be included in FAQ, mailing list

· circulate new draft for review

